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OFFICE OF GENERAL SFRVICES REGULATION NUMBER 0GS 10-1
1 Deptember 1952
RESCISSION: Administrative Service Office Securid ILLEGIB
Regulations dated B June 1951,
1. GENERAL

2.

A. These security regulations shall apply throughout the General
Services Office and will be in addition to (not in lieu of) the
overall CIA Security Regulations,

B. Requests for exceptions to the provisions contained herein will
be made in writing through the Office Security Officer (See 2 below)
to the Chief, General Services. In all cases, exceptions must have
the prior approval of the Chief, Genersl Services,

C. All employees will, as frequently as necessary, and at least

once a year (during the month of July), read the current CIA Security
Regulations, and the General Services Security Regulations. A
certification, sample attached, by each employee to the effect that
he has read, understands and will observe such regulations, will be
executed and forwarded to the Office Security Officer by the 31st of
July of each year, beginning with 31 July 1951.

OFFICE SECURITY OFFICER

A. Aggointmggg

A roster of employees of the GS-9 level, its equivalent
and above will be prepared and maintained on a current basis
by the Administrative Officer. In accordance with CIA
Regulation| | the Chief, General Services,
will appoint from this roster an individual te¢ serve as
Office Security Officer.

B, Tour of Duty

(1) The tour of duty for each Office Security Officer will
be for a period of three consecutive months, during which
time he will not depart before 5330 p.m, each day, Mondays
through Fridays,

(2) The functions of the Office Security Officer will be
performed in addition to normel official duties,
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0 Alternate to Scrve in His Absence

In the event the 0ffice Security Officer should be
required to be absent during any pard of his tour, it
will be his responsibility to arrange to have another
employee of the (S-9 lewel, or above, assune his re-
sponsibilitics in his abszence, On Saturdays when he
is not scheduled to worl, it will bcé his responsibiliby
to arrange to have another omployee of the G5-9 level,
or above, asgume his responsibilities in his abscnce.

De Recs UonngllltlBS

The Qffice Securltj Offlccr wmli dlschavgc the
follow1ng rosoons LblL]tLOS.

(1) Indoctr*nate all new employces entering on duty
with respect to these and CIA Sceurity Regu lations and
will obtain cert;fwca+1ons from them. lﬂchﬁbjn” that
they have rcad, understend and will obscrve the current
regulations.

(2) TInsure that all employees now on duty sisn and
uubm1u CthLllC&th‘ &8 requirud by 10 abovc.

(%) Forward Stalf by Offieer Cnock Llubo, Form
Noe 38-8, and Scourity Check Sheets, Form No. 38-7

t@ the 1ngpncb1un and %evnr'tV'Cu;ﬂou as. requirede -

(i) Insbtruct Staff Duby Officer Toamw (uee SA bc?ow),

nake perindic spot-checks of each organizational unit

of the Genersl Scrvices Office to insure compliance

with thesc.and the over=-all CIA oucurlty Regulatmono

and be: responsible for adminisbration of security

mattens as seb, .LOI"HL .LH CIA chulatlon Nos D 25X1A
Section S. . \

(5) Make daily chservation of gungral security
practices,- pormoolbally survey . each division. of -
Geoneral Serviees Office and mako recommendations for
possible improvements in the handling of material,
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procesaing of documernts, and other day-to-day

operations to reduce the poscibility of security

violations; will make such rccommendations in -

writing through the division dhicf concerned to

the Chief, Goneral Sorvices for admwnl tratLve
-'dctcrmlnatlon.

(6) Infornm the Chlcf, Goneral Servicos, of all
scoeurity breaches commltted bw'employncu, indicating
any rcemcdial or disciplinary actlon taken; will
personally investigate all violations and follow
~ through in obtaining compliance on penalties imposcd
- as a result of such VLolabionu.

(7) Scrve as Liaison Offlcer to the FPhysical
Security Branch, I&30, in connection with all
physical sceurity matters affecting the General
Services Office,.

(8)  Submit to the Chicf, General Serviccs, at the

-~ expiration of his perioed of duby, a written sﬁmmary
of the accomplishments, sceurity improvemcnts,
recommendations made and corrective action taken,
sceurity violations which occurred and the prnalt¢us
imposcd upon the porsons responsible, and other
pertinent developments during his threc months tour

as Office Scourity Ofificor.

DIVISION AND BRANCH CHIEES

Division and Branch Chiefs will perform the following:

As Restrict the handling and responsibility for classificd material
and knowledge of safe combinations to as few cmployees as possible.

Be Adjust the location of safe equipment to as few scparate locations

as possible in cach officey placing all safe files in-a single
location where feasible and consistent with operational requirementse

Ce Survey the filing of all classified material in their respective
divisions or branchcs with a view to transferring inactive material
to the CIA Records Conter and consolidating classified matcrial in
fewer safe files, Also, in cooperation with offices originally
classifying materialy determine whether rcgrading is appropriates

C—
Approved For Release52803103706 : C1ARRDRS4-00177A000200030073-9

-3 -



e - '

Approved For Releasé& 200:316.3/06: ClARDP54-00177A000200030073-9 .
OF?ICE OF GRUERAL SDRVICES ATG-JLLTTOW NUMBER &5 10-1

L September 1952

De D031gnate onc person in each room to be responsible for
securing the room prior to the sccurlty check by the Staff Duty
Offlccr Tcame

Ee Prior to the departing at the close of bhusiness cach day,
assure themsclves that the offices, safes and classificd material
falling under their jurisdiction are completely securcds Designate
scnior employees working on Saturdays to act as Sccurity. Officcrs
for the divisions or branches, respcctively.

Fe Dircct and instruct employces under their jurisdictioﬁ to:

(1) Remove all written or printed matorial from tops of safes,
filing cabinets, tablesy ctce and store them in a manner which
will tend to preclude the pos Sibljltj of security violatlons
in the futurce As well as improving the appearance of the
offices, this action will also expedite and SJmnljfy security
checks,

(2) If requircd to opcrate motor vchicles, typowriters, presses,
cameras, and other similar cquipment, bhorough]y check such
machines or cquinment cach time aftor using them to be certain
that no classificd material such as documents, images, ctce
remain in them while unattendeds These machines and equipment
will also be checked ecach cvening by Staff Duty Officer Teams
appointed in accordance with GA helows

(3) Remove any valuable or confidential personally owned
material from their desks and leave the desks unlocked at all
timcse

(4) Dispose of classified waste in the manner prescribed in
the CIA Sccurity Regulations and not by placing it in wastcbaskets.

(5) Handle in a sccurc manncr and place in a sccurc placc, in
accordance with CIA Sccurity Regulations, all uscd carbon papor,
stenographers! notchooks, CIA or other classificd telephone
dircctorics, classified pamphlets, worksheets, and other
document s,

aliini>
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(6) Report lsst badges to the Office Security Officer

immediately, together with a written explanation of the
circumstances surrounding the loss and the efforts made
for the recovery thereof,

(7) In the event of absence away from Washington on
vacation or official business, lcave their badges with
25X the | | 1880, for safckecping until

they return to duty. In this respcet, badges may be
turned in either to the receptionists or guards when
leaving, Upon returning, visits to the Inspection and
Security Office will be necessary to obtain respective
badges.,

(8) Report defoct1ve safe files to the Office Security
Officer,

(9) Have safe combinations changed, in accordance with CIA

25X1A Regulation No, [ ], whenever an employce knowing the
combination transfers or leaves the office concerned, and
in any event, at least every six months.

L. TMPLOYFES
Employces will observe the following instructions:

A+ Shun the forbidden practice of carrying written safe
combinations on their persons, or in brief cases, handbags,
car compartments, ete.

B, Refrain from calling out safe combinations in audible
hd tones to fellow employecs either in an office room or via
telephone.

C. Adopt the practice, as feasible, of using sealed

A envelopes or other sealed containers when carrying classified
material between widely separated buildines. When proceceding
on journcys with classified material, such envelopes or
containers should be preaddressed back to the individuals
themselves, via an appropriate CIA Mail Room Post Office Box
Numher,

Examples John Doe

P. 0, Rox XXX
Washington, D, C.

afipiiie
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De Empley and complete charge out cards as appropriate
in withdrawing classified and unclassified material from
files for officiel use personally or in servicing reccords
for other offices.

He Avoid working overtime w1th classified material and
with unlocked safos without the prior approval of their
division Chicfs, respectively., Whenever overtime work is
authorized, the responsibility of sccuring all pcrbinent
classificd material in locked safe cabinets will rest on
the senior cmployce engaged in. the overtime work,

Fs Permit the inspection of unclassified material by
members of the responsible Staff Duty Officer Tcams ieCay
as essentlal for security verification, when worklng over=
time with such material,

Ge Exercise care not to open safes aftor mombors of the
Staff Duty Officer Teams have made their security checks, -
respectively, except in the cvent of a real cmergency, and,
then, only with the approval of the responsible divisién
chief, or, in his absence, thc Office Sccurity Officer,

Se OSTAFF SECURITY CHRECKS

Ae

Be

Appointment of Staff Duty Offlcer Teams

Each division chicef will submit to the Officc Security
Officer not later than the first day of ecach month & list of
employees under his suporvision who will he responsible for
making security checks during the coming month, Such employtes
will be arranged in tcams, a scnlor member of the (G8-7 level, or
above, and a junior member of the (5-6 level or belows Iach tcanm
will serve for a period of onc week, i.es, Monday through Friday.
In the cvent of abscnco of a team member, the division ¢hief
conccrned will designate an alternate to serve in his places

Procedure to be Followed by Staff Duty Officcr Teams

(1) Scourity checks by Staff Duty Gfficor Teams will begin ab
the cnd of the regular work day when all or most of the cmployecs
have left.

i
curity Informatio
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(2) A complote chcck, as indicated below, will be made
by the junior member of the team, which will bc dupllcatod
complctcly by the serrior members

(3) All safes will be checked to insurc that they are
locked securclys. First, the dial knob will be rotated at
least three complete times to the left only; then cach
drawer will be checked by firmly deprcessing the thumb
lateh and at the samc time pushing the drawer lmward and
pulling it outward several times. To check the door type-
safe or vault door, the dial knob will be rotated to the
left in the same manner, and then firmly twrn the handle

-’ of thc safc back and forth, at the same time pulling -

outward on the doors

(i) Check all filing cabinets to be sure they are securcly
1ockod.

(5) “Cheek to insure that no classificd material, including
CIA belerhone dircctorics, uscd carbon paper, classificd
steneils, pamphlets, stenographic notebooks, workshccts, or
other papcrs or decuments, has been left oxposed on desk
tops, safes or other office cquipment, in desk trays, on
the ?1oor, or on the wallse Tn the event any classifiocd
material is found, the senior member of the Staff Duty
officer Tecam will place such material in a comblnatlon'
safe prior to his departurce

(6) Check wastebaskets to insurc that they contein no
classified material.

(7) Check doors to rcstricted rooms or arcas to sce tha* ‘
thoy arc properly sccurcde o

+

(8) Cnock all windows tc be sure they are ;ecuroly lookod.
(9) Turn off all lights, fans, and motors.

(10) Check materiasl uscd by cmployecs working overtime, and
advisc such employecs that they will be responsiblc for the
sceuring of their respechbive office or arca and the Stafi Duty
officer Team will 8o note under "Remarks!" on their Staff Duby
Officer Check List, Form Nos 38«8,

Approved For Releasé 2005103706 CTAR0554-00177A000200030073-9
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(11) Make notations on the Staff Duty Officer Check List,
Form Noe 38-8, of all violations found, giving a complecte
description thercof such as room number, nature of viola-
tion, and, if known, thc name of the employce responsibles

(12) Report verbally, as Soon as possible on the following
day, cach violation found, to the 6ffice 8Security Officer and
to the division ghief under whosc jurisdiction the offender
is assighede

(13) Forward the staff duty officer check list to the Office
Security Officer on the following morning.

(1) oStaff Duty Officer Teams responsible for making the
security check of arcas other than the Reproduction Plant

will be required to remain until 5:15 p.me cach day, and the
team making the check of the Reproduction Plant will not
depart until 5:30 peme in order that a complete check may

be made aftcr all cmployces have left the offices, Members

of the &taff Duty folccr Teams will be permitted to report
for duty the next day at 8:L5 aeme and 9:00 a.ne, respectively,
in licu of the rcgular hour of 8§:30 ae.m.

(15) 7In addition to the above, thc Staff Duty Officer Teams
serving on the 1lst and 15th of cach month will remove and
examine the contents of cach desk in the areas they arc
assigned to checke “In the event maberial classified above
RESTRICTED is found, it will be placed in a combination safe’
by the senilor member of the team untlil the following morning,
(The Btaff Duty Officer Team assigned to make the sceurity
check of arcas other than the Reproduction Plant on the 1lst
and 15th’ of cach month will also be requircd to remain until
5:30 pems on thesc days in order that a thorough check may be
mades They will be permitted to report for duty the following
day at 9:00 a.me instead of the rogula” hour of 8:30 a.m.)

——
Security Information
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Ce Special Assigmments for Staff Duty Officer Tcams

Special assignments for checking the security of safes
locatced at courier posts by Staff Duty Officer Tcams are
prescribed organizationally as follows:

Couricr Post gtaff Team
L

Central Building Building Maintcnance and
) Utilitics Diviaion

South Building

"It Building

Quarters "It
"It Building
The Pentagon

6.* PCNALTIES TO BE TMPOSED IN LVANT OF SECURLTY VIOLATIONS

As Tor Violations Found by Staff Duly Officecr Teams

(1) In the cvent of a sccurity violabtion found by members of
a Staff Duty Officcr feam during their nightly check, the
employce responsible for the violation will be requirced to
report to the division chicf on the following morning,
accompanied by the 0ffice Security Officer for conference
‘regarding the viclation. The division ghief will then
personally accompany said cmployec to discuss the ineident
with the Chief, General Scrvices, at which time the
seriousness of the offense will be considored and it will

be determined whether or not a penalty will be imposcds

(2) The division chicf concerncd will submit a writton
report regarding the violation to the Chicef, General Scrvicos,
for inclusion in the General Scrviccs Office porsomncl

folder of the cmployee concerned, Such rcports will include
the following informetions

aes Name of violator

be Naturc of violation, whother carclessncss or
negligence wore involvaed, and the pcnalby
_imposeds

an—
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Be

Ce

A sipgned statement from the violator regarding
the violation, which shall also include an -
asscrtion that he has apgain read the CIA and
General Scrvices! Sccurity Regulations.

For Violations Discovered by I&SO leht Security Officer

In the cvent of a security violatlon discoverced by the -

night security officer of the Inspoction and Security Office,
the following proccdure will apply:

(1) The employcee responsible for the violation will be
required to mect on the following morning with his
division chief and thie Office SOCUTLtV Officery, who will
advise the Chicf, General Servicus, of the violation.

(2) Upon receipt of confirmation from IS0 cstablishing
is responsibility for the violation, the following
procedure will apoly:

IPTR3T VIOLATION

a., The person found responsible for the vielation
accompanicd by hls divislon chicf and the Office
Security Officcr, will mect with the Chlef, Goneral
Scrvices, for discussion regarding the violatlion,.

be The violator will recelve a verbal roprimand
from the Chief, General Scrvices, and warning of
possible consequences of further violations.

ce The violator will be required, under the
dircction of the Office Security Officer, to make a
complete security check each cvening for five con-

seceubive work days of ccrtain designated rooms assimed
to the Goeneral Scrvices Office., A check sheet giving

a camplote 1ist of the rooms to be checked in such
instances will be obtained from the 0ffice Sccurity

Officers The person assigned this additional dubty will

begin his sceurily chock at 5:15 peme after the Staff

puty Officer Teams have complcted their nishtly check’
and will dob denart from tieo “roamiscs befird 6:30.peMe
Upon completion of the chock, he willl sign the check
sheet describoed above and forward it to the Office
Scouribty Officer on the following morning.

anm———
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SECOND VIOLLTION

2e Same as o, under "FIRST VIOLATION" abovoe

be The violator will recceive a written reprimoand
and warning by the Chief, General Serviceses

Ce Same as ¢, under "WFIRST VIOLATIOH" oxcept that
the duration of such additicnal check duty will be
for two weeks (10 consecubive work days), or
longer, as detcrmined by the Chicf, Gencral
Services, based on seriouvsness of violation.

bt THIRD VIOLATION

ae Samc as 8. under "FIRST VIOLATION",

be A recommendation will be forwarded by the Chief,
General Services to the Personncl Director recommending
that the violator be suspended on leave without pay for
-a periocd of not less than onc wook and not more than
four weeks,

ce The violator will reccive a written warning from
the Personncl Dircetor as to consequences of a fourth
violations

FOURTH VIOLATION

Re— Termination of the employment of violator with
CTA will be recommended to the Personncl Dircctors

Ce Penalty

No cmployec found rcsponsible for a violation, regardless of
position, grade, location of recsidence, length of service in
General Scrvices 0ffice, ctcey, will be excused from serving the
penalty imposed for any sccurity violation he may commit.

25X1A9A

Chief, General Services

Attachment
iR
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RESTRICIED
Security Information

DATE s

Pursuant to the provisions of Paragraph 1C of the
Office of General Services Regulation, MHumber OGS 10-1,
dated 1 September 1952, I cortify that T have read,
understand and will observe the instruchions prescribed
in €IA Security Repulations and those of the Office of

General Scrvices currcently in offect.

office Subdivision Signature

RESTRICTED
Security Informabion

Approved For Release 2003/03/06 : CIA-RDP54-00177A000200030073-9

¢



